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In recent years, Corporate Venture Capital has 
represented a constantly evolving phenomenon in 
Italy and has established itself as one of the more 
valid tools for the growth of innovative undertakings. 
However, attention is not only from the grass 
roots. Even the most structured companies have 
long understood the importance of tapping into 
the more flexible and direct approach of startups, 
and have carried out numerous examples of Open 
Innovation, including in the MedTech sector. 

What it is. A matter of viewpoints 
Seen from the point of view of startups, Corporate 

Venture Capital (or “CVC”) is an alternative means 
for raising capital, which, instead of coming from 
traditional Venture Capital funds, is made available 
by “Corporations”, i.e., industrial companies that 
work in the same sector as the startup being 
invested in or in different sectors, through minority 
equity stakes.  

Seen from the point of view of the Corporations, 
the CVC is an investment instrument that lends 
itself to numerous purposes, from the development 
of certain product lines or technologies, to the 
creation of innovative research ecosystems, 
unconnected to the corporate hierarchy.  

CVC investments can be realised using a series 
of alternative methods, that range (in increasing 
order of complexity) from direct investments in the 
startup, through the acquisition of a shareholding 
(the so-called “balance sheet” approach), to the 

creation of a proper internal fund with a structure 
and resources that are specifically dedicated to 
venture capital investments. The CVC phenomena 
include more indirect approaches, such as the 
investment by the Corporation in specialised 
Venture Capital funds. 

Some numbers/figures
CVC is not new. Remaining in the MedTech sector, 

the first corporation to establish a CVC fund was 
Johnson & Johnson, which created JJVC in 1973. 
Today, all major players of the sector (like Boston 
Scientific, Medtronic, Roche, Novartis, Pfizer and 
Abbott) have created similar funds. 

There are also significant examples in Italy: as is 
the case of Chiesi Ventures, a venture capital fund 
of the pharmaceutical group Chiesi, established 
in 2014 and focused on startups involved in the 
development of therapies for rare diseases, as 
well as ZCUBE, a fund that was created by the 
pharmaceutical company Zambon to invest 
in startups that are active in the life science 
field, focusing on respiratory problems and 
neurodegenerative diseases. 

Naturally, the technical and legal complexities 
involved in structuring a dedicated CVC fund make 
this instrument accessible to larger entities. On 
the other hand, “balance sheet” investments, i.e., 
direct investments in innovative startups and SMEs 
have grown significantly in Italy in recent years. 

Corporate Venture Capital
An opportunity for growth 
in the MedTech sector
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From the Sixth Italian Open Innovation and 
Corporate Venture Capital Observatory1 it emerges 
that of the 16,000 innovative startups and SMEs 
registered in the Companies’ Register, almost 5,000 
are held by CVC members. Another very significant 
finding is that about 80% of the Corporations 
investing in innovative startups and SMEs are small 
enterprises (mostly based in northern regions). 

Moreover, CVC investments in innovative 
startups show a strong sectoral trend, since 82% 
of Corporations invest in sectors other than their 
own. 

Why the CVC is important for startups 
Among the many obstacles that all startups 

have to overcome to survive the early stages of 
development and to achieve success, two are 
probably the most difficult: finding financial 
resources and developing the innovative idea 
behind the startup. 

A survey carried out within the framework of 
the Sixth Italian Open Innovation and Corporate 
Venture Capital Observatory on a sample of 228 
startups active in Italy showed that only a small 
minority of startups claim to talk to venture capital 
funds in order to find financial resources. Similarly, 
access to public funding is perceived as particularly 
complex due to the excessive bureaucracy involved. 
On the other hand, the injection of funds by 
founders and debt capital (mainly bank loans) are 
still very relevant tools. 

Also, from the point of view of innovation 
development, the survey showed that, together 
with research centres and universities, companies 
are the first external touchpoints in the phases 
of conception and support for the creation of 
enterprises, while venture capital funds come into 
play only at a more advanced stage, starting with 
the scaling of the business model. 

In view of this data, the possibility of dialoguing 
with corporations to find financial resources and 

1 Sixth Italian Open Innovation and Corporate Venture Capital Observatory, 
published at the end of 2021 by Assolombarda e Innovup, available on 
https://osservatorio-openinnovation.it/

support the development of their innovative ideas 
is undoubtedly a path that startups will increasingly 
take, also given the different approach of the CVC: 
normally, a VC fund has a limited investment 
horizon and moves on the basis of financial logic. 
Corporate funds, on the other hand, tend to make 
long-term strategic investments, with the aim of 
exploiting the industrial synergies generated by 
the innovations of the participating startups in 
order to align themselves with the technological 
process. 

For start-ups, it is also a possibility of getting 
in touch with the corporate network and this 
represents a fundamental advantage in terms 
of growth, not only in terms of market access 
opportunities, but also in terms of structuring their 
own network of competences. 

A fundamental problem remains: the absence 
of an “ecosystem” that allows startups to make 
contact with the business world in an efficient 
and structured manner. On the other hand, several 
initiatives have recently sprung up with the aim of 
filling this gap. For example, in 2021 CDP Venture 
Capital - a fund managed by Cassa Depositi e 
Prestiti to support Italian venture capital - launched 
Fondo Corporate Partners I, a CVC fund, with an 
initial endowment of EUR 180 million and the goal 
of increasing it to 400 million with the involvement 
of leading Italian companies, to support innovative 
startups and SMEs in the most strategic sectors of 
the Country. 

Why it is important for structured realities 
While startups often lack the financial resources 

to support their development, they can count 
on strengths that are difficult to replicate in 
more structured corporations: total dedication 
to the development of the innovative idea, a 
lean hierarchical structure and, therefore, rapid 
decision-making (and agile internal processes in 
general).

This kind of advantage can be crucial at certain 
points, e.g., in the launch phase of an innovative 
product or in the race to patent. 
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More generally, the “lean startup” approach, 
devised by businessman Eric Ries in order to 
drastically reduce development time and costs 
(and, ultimately, the risk of failure) of high-tech 
startups2, has long since crossed the boundaries of 
the ecosystem where it was born, to spread across 
the business world. 

Of course, developing new methods internally 
often requires time that is incompatible with market 
needs, nor is it possible to simply “transplant” the 
characteristics of a start-up into a more structured 
reality (e.g., through an acquisition), due to the 
intrinsic difference between the two worlds of 
reference. 

For this reason, established corporations have, 
for some time now, been tackling the issue of 
innovation in a new way, opening up to the world 
of startups and research, in the knowledge that the 
exponential rate at which technological progress 
is growing makes it impossible to keep up using 
only internal resources. This is the concept of Open 
Innovation, developed by US economist Henry 
Chesbrough3. 

Open Innovation is a wide-ranging model and 
there are many tools that can be used to start 
building it. In Italy, several companies in the 
MedTech sector (such as Masmec, Novartis Italia, 
Pfizer and UCB Pharma) have launched Open 
Innovation projects, achieving concrete advantages 
such as reducing the time to market of the 
products developed and upskilling the company’s 
workforce4. 

Corporate venture capital is one of the many tools 
for Open Innovation and can be a first step along 

2 The Lean Startup. How Constant Innovation Creates Radically Successful 
Businesses, published in Italy in 2012 by Rizzoli.

3 “Open Innovation, The New Imperative for Creating and Profiting from 
Technology”, Harvard Business School Press, 2003.

4 See sixth Italian Open Innovation and the Corporate Venture Capital 
Observatory indicated above.

the way which is within the reach of companies of 
all sizes.

Which aspects should be given more attention 
The most common CVC operations in Italy are 

those involving a direct investment in startups, 
through the purchase of a stake (in most cases a 
minority stake) in the capital of the target. 

In this context, there is the risk of thinking in an 
“acquisition” perspective, replicating the dynamics 
of M&A in the CVC, for example by preceding the 
acquisition with an in-depth due diligence and 
negotiating the detailed terms and conditions of 
the investment, and perhaps providing appropriate 
guarantees, as a second step.

The problem is that the startup is not just any 
target. Firstly, it is very difficult to make a valuation, 
especially in the early stages. In addition, even 
an in-depth due diligence may not be possible, 
precisely because of the “young age” of the 
startup and the lightness of its structure. Finally, 
and above all, the resources of a startup are and 
must necessarily be dedicated to the development 
of the product and the business model: engaging 
in lengthy negotiations on how to value the share 
to be acquired, on the guarantees to be obtained 
and on shareholders’ agreements, could negatively 
condition its development, as well as wear out 
relations with future partners.

It is therefore essential to adopt a lighter 
approach, adopting flexible legal instruments with 
the aim of clearly establishing a few fixed points 
and adapting to a relationship that will evolve over 
time for the rest. 
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The medical device sector is increasingly affected 
by AI. The legal framework is still evolving, but 
certain adjustments are already advisable.  

Introduction
In the healthcare and medical devices market, 

there is also a significant increase in technologies 
and medical devices integrating Artificial 
Intelligence (“AI”) systems. The integration between 
medical devices and AI is transversal, covering 
devices with diagnostic purposes and those with 
clinical and parameter monitoring functions, and 
- in more advanced cases - as expert support in 
surgery. 

AI algorithms for diagnostic purposes are 
increasingly used in certain medical fields or 
in relation to specific diseases. For example, 
in cardiology, AI is successfully applied in the 
detection of atrial fibrillation or other diseases 
using algorithmic models that integrate databases 
containing the personal health data1 of hundreds 
of thousands of patients and allow healthcare 
professionals to provide detailed and accurate 
diagnosis in a short time. 

However, the use of AI is now common to almost 
every medical sector, and the interaction between 
AI and medical devices has opened up new 
horizons in healthcare. The most advanced frontier 

1 On the critical issues and risks for practitioners arising from the 
processing of patients' personal data, see Massimo Pappalardo’s 
contribution on page…

of integration between AI and medical devices is in 
surgery, where new technologies that support staff 
in performing complex operations are becoming 
more and more common. 

The interaction between AI and medical devices 
is bound to improve the effectiveness, speed and 
accuracy of instrumental diagnosis and medical 
intervention. However, from another perspective, 
the widespread use of AI is bound to generate 
critical issues and risks for manufacturers and 
users of such devices.  

In fact, it has been noted that an elevated use of 
AI tends to generate a risk of medical malpractice 
caused by statistical over-dependence bias (i.e., an 
AI system tends to provide answers that are always 
aligned and consistent with the database and the 
algorithm on which it is based) and by automated 
over-reliance bias (i.e., healthcare personnel tend 
to over-rely on AI and fail to exercise the due 
diligence required of professionals in critically 
assessing the risks and possible outcomes of their 
diagnosis or interventions).  

Due to the seriousness of the consequences that 
could follow, these critical issues imply the need 
for a prudent approach from an operational and, 
therefore, also from a legal point of view. 

Restricting the scope of the analysis to the 
legal aspects, it should be noted that the current 
legislative framework regulating interactions 
between medical devices and AI has not yet been 
defined and consolidated. 

Artificial Intelligence 
and Medical Devices: 
between future prospects 
and current risks
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On one hand, medical devices incorporating 
AI systems are regulated in detail by the rules 
contained in EU Regulation 2017/745 for medical 
devices (hereinafter, the “Regulation” or “MDR”), 
applicable within the European Union from 26 May 
20212; on the other hand, such devices are still 
affected by the absence of a legislative framework 
for artificial intelligence, whose regulation at 
European and national level is still in progress. 

With regards to the process of European AI 
regulation, it is worth noting the “Proposal for a 
Regulation of the European Parliament and of 
the Council laying down harmonized rules on 
artificial intelligence” approved by the European 
Commission on 21 April 2021 (hereinafter, the “AI 
Regulation Proposal”)3. 

It is already clear from the official name that this 
document is merely a proposal of the European 
Commission concerning a future common regulation 
at European level. At the date of publication of 
this contribution, the AI Regulation Proposal 
is still being studied by the different European 
governments and it cannot be excluded that many 
new features and changes may be introduced. 

However, as far as the relationship between AI and 
medical devices goes, it is likely that the changes 
that might be introduced when the European 
regulation on AI is approved will not affect the legal 
framework that will affect manufacturers and users 
of medical devices with integrated AI systems. 

It is therefore advisable to start examining 
the extent to which future European regulation 
of artificial intelligence may impact the medical 
device industry and market. 

2 In this regard, it is necessary to emphasise that, in accordance with the 
MDR, under certain conditions software also qualifies as medical devices, 
with all that this implies with regards to the application of the MDR to 
“software as medical device”. The MDR clarifies that all software whose 
purpose is diagnosis and treatment as well as software which supports 
the health professional in taking therapeutic decisions or assists with 
providing the service itself must be included in the notion of medical 
device (Art. 2 letter a) and Annex VIII, Rule 11). Specific guidelines on the 
new classification of software were then issued by the Medical Device 
Coordination Group (the “MDCG 2019-11 Guidance on Qualification and 
Classification of Software in Regulation (EU) 2017/745”).

3 The AI Regulation Proposal was preceded by a series of other policy 
documents, among which the European Commission’s “White Paper on 
Artificial Intelligence” (of 19 February 2020) deserves a mention.

The relationship between the law on medical 
devices and AI. 
The AI Regulation Proposal covers a broad spectrum 
of sectors and products and, due to its cross-
sectional nature, it does not contain a detailed 
regulation of single products/services, but rather 
adopts a “risk-based” regulatory approach. 
From the point of view of their classification based 
on the level of AI risk, medical devices shall be 
treated as “high risk” AI systems, as defined in 
Article 6 of the AI Regulation Proposal. 

In the AI Regulation Proposal, systems or products 
that meet both of the following requirements are 
qualified as “high risk” within the meaning of 
Article 6:

they are intended to be used as safety i. 
components of products, where “safety 
component” means a part which is entrusted 
with a safety function or the failure of which 
may endanger people’s lives or their safety,
they are ii. subject to third-party conformity 
assessment on the basis of other European 
legislation (i.e., the laws listed in Annex 2 of 
the Regulation Proposal which includes the 
MDR Regulation) in order to be placed on 
the market or put into service. 

Reference to the conformity assessment by a 
third-party directly recalls the tasks and activities 
of the notified bodies referred to in Articles 35 and 
following of the MDR in relation to the procedure 
for placing medical devices on the market. 

From a practical point of view, with regards to 
the conformity assessment, it is worth mentioning 
“Rule 11” of the MDR which, with regards to software 
in the health sector, establishes the distinction and 
subsequent classification according to risk. 

The text of “Rule 11” of the MDR states that: 
“Software intended to provide information which is 
used to take decisions with diagnosis or therapeutic 
purposes is classified as class IIa, except if such 
decisions have an impact that may cause:

Death or an irreversible deterioration of a • 
person’s state of health, in which case it is in 
class III; or
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Serious deterioration of a person’s state of • 
health or a surgical intervention, in which 
case it is classified as class IIb.

Software intended to monitor physiological 
processes is classified as class IIa, except if it is 
intended for monitoring of vital physiological 
parameters, where the nature of variations of those 
parameters is such that it could result in immediate 
danger to the patient, in which case it is classified 
as class IIb.
All other software are classified as class I”.  

“Rule 11”, which indicates the criteria for risk-
based classification of medical devices, will have a 
significant impact on AI-based medical devices. 

In fact, only class I medical devices do not require 
the intervention of a notified body to be placed on 
the market. Since medical devices incorporating an 
AI system are intended, by their very nature, almost 
always to perform sensitive diagnostic, clinical or 
surgical activities, it follows that most AI medical 
devices will have to be classified: 

under the MDR, as class I medical devices;i. 
under the AI Regulation Proposal, as “ii. high-
risk AI systems”. 

A further practical consequence is that, when the 
AI Regulation Proposal becomes law, compliance 
with the security requirements for “high-risk” AI 
systems will have to be assessed as part of the 
verification procedures already provided for under 
the MDR and, in addition, a compliance check will 
also have to be carried out under the (future) AI 
Regulation. 

However, this process of adjustment to the “dual 
perspective”, MDR and AI, will not be simple, nor 
immediate: in fact, conformity assessments will 
have to address both the “typical” risk of medical 
devices in order to ensure the safety of the 
device as such and the “atypical” (and still partly 
unexplored) risk of AI systems, at the same time. 

The risk assessment within the framework of the 
broader conformity check will have to be carried 
out both before and after (as already provided 
for in the Regulation), but in the future, this dual 

risk-based assessment will also have to take into 
account the results deriving from the application, 
in practice, of complex algorithms and databases. 

Possible future scenarios for medical device 
manufacturers and notified bodies. 

As already mentioned above, the AI Regulation 
Proposal has not yet been approved and approval 
still seems a long way off. However, based on its 
contents, it is already possible at this stage to 
foresee some interferences and overlaps between 
the MDR regulations and the future AI regulatory 
framework. 

A first issue will concern the future role to be 
played by the notified bodies.

Assessing the “typical” risk of medical devices, 
already carried out today by notified bodies for the 
purpose of placing them on the market will have 
to be supplemented by the assessment of the 
“atypical” risk arising from the use of AI. How will 
operators, especially notified bodies and medical 
device manufacturers need to behave when faced 
with this “double risk assessment”?

Firstly, a compliance issue will arise: notified 
bodies will need to carry out their assessments 
regarding the safety of the medical device under 
the dual regulatory framework, i.e., (i) under the 
MDR and (ii) under the future AI regulation. This 
will mean that notified bodies will have to be 
accredited for both regulations (AI and MDR). 

With this in mind, under the MDR legislation 
the notified bodies that would also like to be 
accredited under the future AI Regulation must 
promptly start taking into account the provisions 
and requirements set forth in Art. 33 and following 
of the AI Regulation Proposal (in particular, Art. 43 
regarding “Conformity Assessment” and Annexes 
VI and VII of the AI Regulation Proposal). 

Also, for medical device manufacturers, 
compliance with the (future) AI regulation and its 
technical specifications will entail the obligation to 
comply with the safety requirements and standards 
set out in the AI Regulation Proposal, and this 
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compliance will not only concern the production, 
but also the distribution and maintenance of 
medical devices. 

Other short-term consequences: medical 
malpractice liability for AI medical device 
manufacturers, healthcare facilities and users. 

On the subject of medical liability, Article 7, 
paragraph 1 of Law 24/2017 (the so-called Gelli-
Bianco Law) provides that “the public or private 
healthcare or social-healthcare facility that, in 
performing its obligation, makes use of the work 
of healthcare professionals, even if chosen by the 
patient and not employed by the facility itself, shall 
be liable pursuant to Articles 1218 and 1229 of the 
Civil Code, for their wilful or negligent conduct”. 

The Gelli-Bianco Law introduced a system of 
sectorial rules on civil liability in which the core 
of medical malpractice liability is built around the 
role of healthcare facilities, with a model based on 
risk allocation criteria typical of high-risk business 
activities in which, as a rule, it is the healthcare 
facility that is liable for the damage caused to 
patients. 

The fact that the Gelli-Bianco Law attributes 
the healthcare facility with a front-office role in 
medical malpractice liability does not exclude that 
other parties (i.e., healthcare personnel, medical 
device manufacturers, software suppliers, etc.) may 
be involved in case of lawsuits either to hold the 
healthcare facility harmless or to add their liability 
to that of the facility in cases of contributory 
negligence. It is also necessary to remember that 
the liability regime introduced by the Gelli-Bianco 
Law has different nuances in the case where i) the 
medical staff is an employee of the healthcare 
facility (in which case the staff will be liable only 
in an extra-contractual capacity while the ordinary 
contractual liability will be borne by the facility), or 
ii) the medical staff operates within the facility on 
a freelance basis (in which case the doctor is also 
directly liable in a contractual capacity). 

Damage hypotheses in the medical field are 
therefore numerous and can also give rise to 
complex and “diversified” lawsuits depending 

on whether the malpractice damage is caused by 
a doctor in a contractual capacity or is instead 
attributable to a healthcare facility. 

If this complex regime of civil liability were 
to overlap with the issue of the (possible) co-
responsibility of manufacturers or distributors 
of medical devices integrated with AI systems, it 
is clear that the scenarios would become even 
more complicated. In fact, the original cause of the 
damage could be found, depending on the specific 
case, in an error on the part of the professional, 
a “technical-structural” defect of the healthcare 
structure, a production/functioning defect of the 
medical device, an error in the design and operation 
of the AI software, or, finally, in a combination of 
several concurrent causes. 

In this scenario, the use of AI systems integrated 
in medical devices makes it even more difficult to 
identify the applicable regulations from the point 
of view of medical liability and, therefore, it may be 
even more difficult to identify the liable party. 
However, by focusing on the role played by the AI 
system integrated in a medical device, it is possible 
to distinguish between two different macro-areas: 

damage caused by an original defect of the a. 
AI system;
damage caused by the AI system or by a b. 
medical device that incorporates it, but 
without any original AI system production/
programming defects. 

In the first case, i.e., if the damage is caused 
by a defect in the AI system, the rules on product 
liability should apply, at least in the first instance 
and where the software itself qualifies as a medical 
device, the specific producer liability rules of the 
MDR will apply. 

Under the MDR rules, the liability of the 
manufacturer could be combined with the liability 
of other parties in all those cases where the MDR 
legislation (in particular, Article 16) allows for the 
liability to be extended to the distributor, importer 
or any other person (including the end user) who 
alters the intended use of a medical device that 
has already been distributed in the EU market and 
entered into service. 
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The second scenario envisaged above (i.e., 
damage caused by the AI medical device in the 
absence of a manufacturing defect), covers all those 
cases in which the damage incurred by the patient 
cannot be attributed to an original manufacturing 
defect in the medical device or in the AI software 
integrated in it. 

It is in this second set of situations that the 
greatest complexity of interpretation is to be found 
and the greatest practical problems may arise. 

In fact, several situations can be identified: 
the healthcare facility employs AI software a. 
to monitor the health status of patients: 
here the problem in identifying the 
liable party is due to faulty maintenance 
or failure to take timely action.   
However, in this case it is likely that, in light 
of the liability rules set out in the Civil Code 
and the Gelli-Bianco Law, the manufacturer 
of the medical devices and the AI software 
are not held liable and, on the assumption 
that there are no original defects, the liability 
should fall entirely on the healthcare facility 
or staff. 
cases of insufficient “training” or updating b. 
of the AI software: in such cases the 
software does not have an inherent defect 
in development or production and yet, 
due to incorrect configuration during 
use or incorrect updating, the patient is 
harmed partly due to the malfunctioning 
of the AI medical device.  
In this case, a problem could arise in 
relation to the concrete identification of the 
responsible party depending on whether 
the “training” and updating of the AI system 
integrated in the medical device is carried 
out, i) entirely by the staff of the facility that 
uses the software, ii) entirely by technicians 
outside the healthcare facility (e.g., by 
technicians of the manufacturing company), 
iii) partly by the staff of the healthcare 
facility and partly by external parties. 
the healthcare professional uses the c. 
predictive and diagnostic results of 

the AI system and, as mentioned at the 
beginning of this article, there is over-
reliance by the doctor on the AI system.  
In this situation, the problem of ‘excusing’ 
the medical professional’s conduct may 
arise, thus posing a delicate and, as yet,n 
unexplored question of application: to what 
extent can the “human agent” be exempt 
from liability in the presence of AI systems 
that had proved, up to the time of the 
damage, to be highly reliable and secure? 
What is the practical boundary between the 
liability of the professional and the liability 
of the AI system developer? 
the professional causes an error during d. 
surgery through the use of medical 
robotics integrated with AI systems. Again, 
as in example (c), the question is whether 
the professional can claim a “legitimate 
expectation” against the medical device 
integrated with an AI system in his defence. 

In conclusion, it should be noted that the world 
of medical devices is increasingly affected by the 
application of artificial intelligence systems that 
impact both the functioning of medical devices 
and the performance of the practitioner. 

If, on one hand, the legal framework is still 
uncertain and by no means consolidated, on the 
other, from different perspectives such as medical 
liability, it is necessary for operators in the sector 
(from manufacturers to users) to pay the utmost 
attention from a legal point of view to prevent or 
limit the consequences that may arise from the 
diffusion of AI systems in the world of medical 
devices. 

In this still fluid and evolving context, legal 
support constitutes a major tool to sustain 
business activity for medical device manufacturers, 
healthcare facilities and individual professionals. 

The role of legal support in this perspective 
will be increasingly important both for a correct 
preliminary mapping of risks and for identifying 
the most effective solutions to minimise said risks 
at contractual, negotiation and insurance level. 
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The Electronic Health File (E-Health File)  
The Electronic Health File (E-Health File) is 

undoubtedly one of the reference tools for 
healthcare professionals, making it possible to 
reconstruct the clinical history of patients and, 
consequently, directing clinical intervention more 
effectively. 

In fact, the E-Health file facilitates the collection 
of data relating to all clinical events concerning 
a given patient regardless of origin, in electronic 
form. Given its regional and national scope, doctors 
working in any facility on the territory, whether 
private or public, can upload the documentation 
of the patient they are treating into the e-file. 
Patients themselves can also collaborate in adding 
to the file by voluntarily uploading additional 
documentation. 

Of course, such a collection of health-related 
data is very relevant from the point of view of the 
processing of personal data and it is impossible to 
disregard an analysis of the ensuing issues.

Until the COVID 19 health emergency, to ensure 
that the collection, consultation and storage of 
personal data took place in full compliance with 
national and European legislation, the necessary 
condition laid down by the legislator was the 
prior acquisition of consent to the updating of 
the E-Health File. The use of the file, in fact, was 
regarded as an additional service offered to 
patients, not strictly necessary for the purposes of 
a diagnosis and treatment. 

In fact, the compilation of the E-Health File was 
not considered “necessary” processing for the 
performance of the contract concluded between 
the patient and the healthcare facility concerning 
the provision of medical services, therefore, in the 
absence of any other appropriate legal basis, the 
data subject’s consent had to be obtained pursuant 
to Article 6, paragraph 1, letter (a) of the GDPR. 

Moreover, the processing of personal data for the 
purpose of updating the E-Health File was a different 
and additional processing to the one necessary for 
the treatment of the patient. For this reason, the 
condition set out in Article 9, paragraph 2, letter (h) 
of the GDPR for the processing of special categories 
of personal data did not apply and, instead, the 
condition set out in Article 9, paragraph 2, letter 
(a) of the GDPR for the acquisition of the explicit 
consent of the data subject had to be applied. 

The data subject’s consent was both the legal 
basis for the processing under Article 6 of the GDPR 
and the condition for processing the categories of 
personal data under Article 9 of the GDPR.

This approach completely changed with the 
start of the pandemic. From the first months of 
the health emergency, the E-Health File has been a 
useful tool both to manage and digitalise “ordinary” 
interactions between doctor and patients (think 
of the management of electronic prescriptions), 
and to provide a suitable platform to retrieve and 
provide data that would allow the organisation 
of “extraordinary” activities to combat the health 

Legislative Updates to the 
Electronic Health File and 
Electronic Medical Records
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emergency (such as, for example, the management 
of swab testing or green passes). 

In the early months of the spreading of Covid-
19, Article 1, paragraph 5 of the Order of the 
President of the Council of Ministers of 19/03/2020 
indicated the E-Health File as an alternative to 
the delivery of paper prescriptions for those 
who had previously activated it. In the same way, 
the following ministerial decree of 25/03/2020 
introduced measures to obtain and communicate 
the e-prescription. 

Law Decree no. 34 of 19/05/2020 amending 
Article 12 of Law Decree no. 179 of 18 October 2012, 
converted, with amendments, by Law No. 221 of 
17 December 2012, represents a true Copernican 
revolution for the entire Electronic Health File 
system. 

Firstly, it establishes that “the E-Health File shall 
be updated with data on present and past clinical 
events (...) in a continuous and timely manner” 
(Article 11, paragraph 3). At the same time, Article 
3-bis which stipulated that “The E-Health File 
can only be updated on the basis of the free and 
informed consent of the patient, who can decide 
whether and which data relating to his or her 
health should not be included in the file itself” is 
repealed. 

Recent innovations do not prejudice the 
undeniable right of patients whose health data is 
processed to request the redacting of their health 
and social security data as well as documents 
both before the E-Health File is updated and 
afterwards. 

Also with Article 11, paragraphs 4-ter and 4-quater 
are added, among others, to Article 12 of Law Decree 
no. 179 of 18 October 2012 in paragraph 15-ter, 
after number 4), which respectively establish the 
creation of the National E-Health File Document 
Index to ensure the interoperability of E-Health 
File functions, and the creation of the E-Health File 
National Portal through the interconnection with 
the corresponding portals of the regions. 

At the same time, Article 7 establishes that the 
Ministry of Health may also process personal 

data pertaining to the special categories of 
data referred to in Article 9 of the EU Regulation 
2016/679, and may identify which data may be 
processed, the operations that may be performed, 
the manner in which the data may be acquired 
from the information systems of the entities 
that hold them and the appropriate and specific 
measures to protect the rights of data subjects, 
as well as the retention times of the processed 
data, by decree. Article 7 was subsequently 
amended by Article 9, paragraph 4, letter (a) of Law 
Decree no. 139 of 8 October 2021, converted with 
amendments, by Law No. 205 of 3 December 2021. 
Paragraph 1-bis was added, by virtue of which the 
Ministry of Health is also authorised to process 
non-health-related personal data necessary to 
ensure the effective pursuit of the purposes of the 
National Recovery and Resilience Plan. In this view, 
“the interconnection of the information systems 
on an individual basis of the National Health 
Service, including the Electronic Health File, with 
the information systems managed by other public 
administrations that collect non-health-related 
data in such a way as to ensure that the data 
subject is not directly identifiable is authorised”. 

More recently, Article 21 of Law Decree no. 4 of 
27/01/2022, established that for the improvement of 
the E-Health File, the National Agency for Regional 
Health Services (AGENAS) should periodically adopt 
guidelines, dictating the technical rules necessary 
to ensure the interoperability of the E-Health File 
at regional, national and European level. 

In addition, Article 12, paragraph 2 of Law Decree 
no. 179 of 18/10/2012 was amended. In light of this 
amendment, the E-Health File is now created for 
the following purposes:
 a. diagnosis, treatment and rehabilitation;
 a-bis. prevention;
 a-ter. international prophylaxis;
 b. study and scientific research in the 

medical, biomedical and epidemiological 
fields;

 c. health planning, verification of the quality 
of care and evaluation of health care.
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These innovations, concentrated in the space 
of a few months, show that, for the legislator, 
the E-Health File is a fundamental instrument for 
achieving objectives of national and European 
interest. We can therefore expect further actions 
in this regard.  

Electronic Medical Records
Recently, the use of information systems to 

facilitate the consultation of health information 
relating to an individual’s medical history has 
fostered a number of innovations such as the 
E—Health File, digital medical records and online 
reporting. A further valuable tool is the Electronic 
Medical Records defined by the Supervisory 
Authority in the guidelines issued on 4 June 
2015, as: “the set of personal data generated by 
present and past clinical events concerning the 
data subject, logically shared for the benefit of the 
health professionals who assist him/her with the 
same data controller”. 

The processing of health data by means of the 
medical records constitutes specific and optional 
further processing with respect to the purpose of 
the treatment, so that, in order for it to be consulted, 
a specific notice containing all the elements of 
Article 13 of the GDPR is required and explicit 
consent must be given by the data subject. 

Specifically, in relation to the information notice, 
by virtue of the principle of transparency, it must 
highlight: 

the purpose for setting up a file and the i. 
indication of the healthcare personnel 
authorised to consult it;
 the consequence that lack of consent will ii. 
not affect access to treatment;
that, where consent is given, it is also iii. 
possible to consult the file for the purpose 
of safeguarding the health of a third party 
or the community, as well as consultation 
by professionals acting on a freelance basis 
is permitted;
the rights of the data subject (withdrawal iv. 
of consent, right to know the access 

history, right to redact, anonymisation and 
consultation by authorised persons)
any intention of the data controller to v. 
make the information of patients subject to 
greater anonymity precautions (HIV-positive 
patients, women undergoing voluntary 
termination of pregnancy or who have 
chosen to give birth anonymously, patients 
who have used narcotic or psychotropic 
substances) accessible. 

After providing the information, the authorised 
personnel will have to collect the patient’s 
informed consent. Should consent be denied, the 
patient will be guaranteed that the health data will 
remain available only to the health professional 
who compiled it, without it being included in the 
medical file. As a result, the competent doctor will 
only have access to the information relating to the 
episode for which the person consulted the facility 
and any other past health services provided to 
the person by the same department/clinic. On 
the contrary, the manifestation of consent to the 
creation of such a tool makes the information 
contained therein accessible to the healthcare 
personnel intervening in the patient care process 
over time. 

Consent may be revoked at any time and 
in this case the medical records must not be 
updated any further. However, the information it 
contains will remain available to the person who 
compiled it and will be retained for possible legal 
obligations, unless it is no longer made available 
to professionals in other departments. 

In special cases of specific situations (see point 
V above), the anonymity of the persons concerned 
must be guaranteed. For this reason, it is always 
possible to request that the information can only 
be accessed by certain identified persons, and in 
any case always by the specialist who processed 
it. 

The redaction right is different, whereby the 
data subject has the possibility of redacting the 
data or health documents relating to him or her, 
which the data controller must therefore absolutely 
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avoid putting in the file. Redaction must take place 
automatically and in such a way as to leave no 
trace. However, the data controller must inform 
the personnel authorised to consult the file that it 
might not be complete. 

Redacted data and information, however, 
always remain available to the data controller and 
the health professional who processed it in the 
form of a report. 

Patients’ personal data should also be stored 
separately from health data, and both should be 
encrypted. 

The data subject must also be informed of who 
has accessed his or her data by making a formal 
request to the data controller, who must reply 
within 30 days. 

In general, access to the medical records may 
be granted by authorised and clearly identified 
personnel who are involved from time to time 
in the care of the patient, which also includes 
entire departments and doctors called in for a 
single consultation. This access must be identified 
and recorded using authentication measures 
allowing selective access based on the principle 
of indispensability of the data. These accesses will 
then be stored in special log files, subject to a data 
retention period of 24 months after registration 
and will indicate: 

the name of the person in charge, i. 
the date and time, ii. 
the code of the access point, iii. 
the name of the patient;iv. 
the type of operation performed, even if it is v. 
a simple consultation. 

It should also be noted that, in addition to 
healthcare staff, it may be that administrative 
staff, must be able to consult this data in order 
to perform their duties. For this reason, it is the 
duty of the data controller to set up modular 
access systems to the medical records to ensure 
that not all the information contained therein is 
immediately available, and to identify the so-
called “depth/level of access”, to assess whether 
it is indispensable that all the data in the dossier 
be concretely accessible or only part of it, for each 
authorised person. 

Lastly, it is imperative to designate data 
processors or persons in charge of processing and 
to notify the data subject and the Authority of any 
data breach or IT incident, even when the incident 
has not had a direct impact on the data. In order to 
increase compliance with the security obligations 
incumbent on the data controller, the Authority 
also suggests setting up special anomaly indicators 
(so-called alerts) to signal anonymous accesses 
and possible risks in order to guide internal audit 
activities. 



MedTech Legal Roundup  |  15Ughi e Nunziante Studio Legale

Pasquale Distefano
Associate
+39 02 762171
p.distefano@unlaw.it

Massimiliano Pappalardo
Partner
+39 02 762171
m.pappalardo@unlaw.it

How to combine the obligations imposed by 
the post market surveillance framework and 
the principles of personal data protection.

1. Introduction
EU Regulation 2017/745 regarding medical devices 

(hereinafter, the “Regulation” or the “MDR”), 
adopted in April 2017, became fully  effective in the 
European Union on 26 May 2021.  

The Regulation and its twin, the legislation on 
in vitro diagnostic medical devices, EU Regulation 
2017/7461, has profoundly innovated the regulation 
of production and marketing of medical devices, 
and diagnostic medical devices, with the aim of 
increasing their level of safety and transparency.  

The declared aim of the MDR is, therefore, to 
ensure high standards of quality and safety of 
medical devices placed on the European market2. In 
order to achieve this goal, a key role is assigned to 
the new regulation on post-market surveillance.

The placement of many medical devices with 
high technological content within the Internet 
of Things involves the collection and processing 
of a considerable amount of data, including 
1 Regulation (EU) 2017/746 on in vitro diagnostic devices was also adopted 

on 5 April 2017, with full implementation scheduled for 26 May 2022.
2 In this sense, Recital 2 of the MDR explicitly states that the European 

legislator “aims to ensure the smooth functioning of the internal market 
as regards medical devices, taking as a base a high level of protection 
of health for patients and users, and taking into account the small-and 
medium-sized enterprises that are active in this sector. At the same time, 
this Regulation sets high standards of quality and safety for medical 
devices in order to meet common safety concerns as regards such 
products. Both objectives are being pursued simultaneously and are 
inseparably linked, whilst one not being secondary to the other”.

personal data, with the consequent need to ensure 
compliance with the General Data Protection 
Regulations - EU Regulation 2016/679 (the “GDPR”) 
and the relevant national regulations.

In this respect, the so-called post market 
surveillance is certainly one of the areas that 
requires most attention.

2. Post market surveillance under the 
Regulation  

Post market surveillance (hereinafter, also 
referred to as “PMS”) is a process of collecting and 
analysing information acquired through the use of 
devices placed on the market. The PMS discipline 
aims to continuously monitor the functioning of a 
medical device and identify previously unknown 
risks by observing and analysing its daily practical 
use, throughout its lifetime. 

More specifically, according to Art. 2, no. 60) of 
the MDR, the notion of post-market surveillance 
covers “all activities carried out by manufacturers 
in cooperation with other economic operators 
to institute and keep up to date a systematic 
procedure to proactively collect and review the 
experience gained from devices they place   on  
the market, make available on the market or put  
into service for the purpose of identifying any need 
to  immediately apply any necessary corrective or 
preventive actions”.

Chapter VII - Section 1 of the Regulation 
is dedicated to post-marketing surveillance. 

Post Market Surveillance 
of Medical Devices and 
compliance obligations 
between the MDR 
and the GDPR



MedTech Legal Roundup  |  16Ughi e Nunziante Studio Legale

In particular, Art. 83 of the MDR requires the 
manufacturer to document, maintain and update a 
PMS system that is proportionate to the risk class 
and appropriate to the type of device for each 
medical device. The objective of implementing 
such a system is, therefore, the collection and 
analysis of data relevant to the performance and 
safety of the device throughout its life cycle. If, as 
a result of these evaluations, it becomes necessary 
to adopt preventive or corrective actions, 
according to paragraph 4 of Art. 83 of the MDR, 
the Manufacturer should implement all necessary 
remedies, informing the competent authorities3.

Among the obligations imposed on the 
manufacturer, the implementation of a post-market 
surveillance plan (the “PMSP”) stands out. 

Pursuant to Art. 84 of the MDR, the post-marketing 
surveillance plan must comply with the indications 
laid down in Annex III, point 1.1. This Annex provides 
the list of elements and information that are 
required to be collected and includes:

information related to serious adverse events, • 
including information from periodic safety 
update reports and safety corrective actions;
data from non-serious incidents and data on • 
undesirable side effects, if any;
information from trend reports;• 
specialist or technical documentation, • 
relevant databases and/or records;
information, including comments and • 
complaints provided by users, distributors 
and importers; and 
publicly available information on similar • 
medical devices.

On the basis of the PMSP, the manufacturer is 
required to prepare two reports, depending on 
the class of the medical device: (i) a PMS report 
is prepared for all class I products (Art. 85 of the 
MDR), while (ii) a periodic safety update report 

3 The detection of a serious incident or the implementation of a corrective 
safety action shall be reported in accordance with Article 87.

(the “PSUR” required by Art. 86 of the MDR) is to be 
prepared for class IIa, IIb and III products.

In general terms, the post-market surveillance 
report should provide an overview of the data 
collected, the analysis and evaluation thereof, and 
the rationale and description of any corrective 
and preventive actions taken. The level of detail 
of these reports depends on the risk category of 
the medical device and the applicable regulatory 
requirements4. 

Pursuant to Art. 85 of the MDR, PMS report is 
regularly updated and, if requested, made available 
to the competent authority.  

3. PMS and GDPR compliance
As mentioned in the introduction, these 

monitoring obligations inevitably also have a 
considerable impact in relation to the processing 
of personal data of users of medical devices5. 

With specific reference to the obligations 
imposed on manufacturers6 in terms of post-
marketing surveillance, it is possible to discern the 
two main areas of overlap with the GDPR: on one 
hand, compliance with the general principles on the 
processing of personal data, and on the other, the 
adoption of suitable technical and organisational 
security measures to ensure an adequate level of 
risk, which for the processing in question, given 
the amount and nature of the information that 
the manufacturer must collect and then process to 
meet the obligations imposed by the MDR must, 
in many cases, be qualified as significant. In fact, 
it goes without saying that such information may 
also include data relating to the users’ health. 

4 Kristina Zvonar Brkic, What are the post-market surveillance requirements 
in the MDR? on  https://advisera.com/13485academy/blog/2021/04/29/
what-are-the-post-market-surveillance-requirements-in-the-mdr/

5 After all, it is the same Regulation that establishes in Article 109 that all 
parties involved in the production and marketing of medical devices must 
“respect the confidentiality of information and data obtained in carrying 
out their tasks, in order to protect: [...] personal data in accordance with 
Article 110”. With this purpose, Article 110 of the MDR clarifies that Member 
States are required to apply the GDPR (the regulation still indicates 
Directive 95/46/EC, now repealed) to the processing of personal data.

6 With reference to data protection regulations, manufacturers will act as 
data controllers or data processors.

https://advisera.com/13485academy/blog/2021/04/29/what-are-the-post-market-surveillance-requirements-in-the-mdr/
https://advisera.com/13485academy/blog/2021/04/29/what-are-the-post-market-surveillance-requirements-in-the-mdr/
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3.1 The legal bases for processing special categories 
of personal data 

Art. 9 of the GDPR provides for a general 
prohibition on the processing of health data7. 
However, the cases listed in paragraph 2 of the 
same provision are exceptions to this general 
prohibition.  

If we limit ourselves to the processing of data to 
fulfil the obligations related to the rules set out in 
Article 83 and following of the MDR, the exceptions 
to the prohibition on processing health data that 
could theoretically apply are: (i) the explicit consent 
of the data subjects, or (ii) the hypothesis referred 
to in paragraph 2, letter i) of the GDPR, i.e., “reasons 
of public interest in the area of public health, such 
as protecting against serious cross-border threats 
to health or ensuring high standards of quality and 
safety of health care and of medicinal products or 
medical devices, on the basis of Union or Member 
State law which provides for suitable and specific 
measures to safeguard the rights and freedoms 
of the data subject, in particular professional 
secrecy”.

It is the writer’s opinion that the explicit consent 
of data subjects in the context of a PMS system, 
is not a suitable legal basis. In fact, it is worth 
remembering that, pursuant to Article 7, paragraph 
3 of the GDPR, the consent given by the data 
subject may be withdrawn at any time. If this were 
to happen, the manufacturer would essentially find 
itself facing an impossible situation: by providing 
positive feedback to the data subject, it would no 
longer be able to comply with the documentary 
and surveillance requirements established by 
the Regulation; if it gives priority to the latter 
discipline, the manufacturer exposes itself to the 
risk of sanctions under the GDPR.  

7 It is worth remembering that health data is only one of the special 
categories of personal data. Under Article 9 of the GDPR, the same 
protection as health data is afforded to “personal data revealing racial 
or ethnic origin, political opinions, religious or philosophical beliefs, or 
trade union membership, and the processing of genetic data, biometric 
data for the purpose of uniquely identifying a natural person, data 
concerning health or data concerning a natural person's sex life or sexual 
orientation”.

Incidentally, it should also be remembered that 
explicit consent as a legal basis for the processing 
of particular categories of personal data, is 
different from informed consent8 under Art. 63 of 
the MDR, which is necessary to conduct clinical 
investigations under Chapter VI of the MDR. 

In light of these considerations, for the purposes 
of performing post-marketing surveillance 
activities, the most appropriate legal basis for 
the processing of health data of users/patients of 
medical devices appears to be that of Article 9(2)
(i) of the GDPR.

3.2 Data protection impact assessment 
As mentioned above, the implementation of a 

post-marketing surveillance plan may involve the 
collection of a considerable amount of personal 
data, including health data. The manufacturer (in 
its capacity as data controller) must, therefore, 
assess the need to carry out a data protection 
impact assessment, pursuant to Article 35 GDPR 
(the “DPIA”). In fact, one of the mandatory cases 
provided for by Article 35 of the GDPR is precisely 
the large-scale9 processing of special categories of 
personal data.

Moreover, the DPIA will also have to be performed 
before processing begins. On this point, one might 
ask whether such a procedure should be carried 
out every time a new medical device is placed on 
the market. In principle, a DPIA should, in fact, 
be carried out for each individual processing 
activity. However, Article 35 of the GDPR allows the 
controller to use a single assessment procedure 

8 Article 2, no. 55 of the Regulation defines informed consent as “the free 
and voluntary expression of his or her willingness to participate in a 
particular clinical investigation, after having been informed of all aspects 
of the clinical investigation that are relevant to the subject’s decision to 
participate or, in the case of minors and of incapacitated subjects, an 
authorisation or agreement from their legally designated representative 
to include them in the clinical investigation”. 

9 The GDPR does not provide a definition of large-scale processing, 
however, Article 29 of the WP248 guidelines of the Working Party suggests 
that the following factors should specifically be taken into account:

 (a) the number of data subjects affected by the Processing, either 
in absolute terms or expressed as a percentage of the reference 
population;

 (b) the volume of the data and/or the different types of data subject to 
Processing;

 (c) the duration, or persistence of the Processing;
 (d) the geographical scope of the Processing.
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also in the case of several processing operations, 
provided that they are similar in terms of nature, 
scope, context, purpose and risks to individuals. 
Accordingly, if the PMS activities involve processing 
of personal data that are entirely similar to each 
other, a single DPIA might be sufficient. 

3.3. Data security as a fundamental requirement 
under the MDR and the GDPR 

The large-scale processing of personal and health 
data frequently collected by internet-connected 
medical devices, including through smartphone 
apps10, requires manufacturers to adopt stringent 
technical and organisational security measures.   

This is an extremely important issue for both 
the MDR and the GDPR. One of the cornerstones 
of European legislation on the protection of 
personal data is undoubtedly Article 32 and all 
its practical applications. According to this rule, 
the data controller and/or the data processor 
must implement the appropriate technical and 
organisational measures to ensure a level of 
security appropriate to the risk, taking into account 
the state of the art, the costs of implementation 
and all the circumstances of the case.

In the production of medical devices, 
manufacturers should also consider the principles 
of privacy by design and privacy by default set 
out in Article 25 of the GDPR. We are talking about 
those principles, closely related to Art. 32 of the 
GDPR, which focus on all activities that prevent the 
realisation of a risk, by anticipating data protection 
from the design stage and by default settings. 

Information and data security is an equally 
important requirement for the MDR. 

Thus, in listing the security and design 
requirements for user security, paragraph 17.2 of 
Annex I of the MDR also focuses on the very security 
of the information collected through Software as 
Medical Devices or devices incorporating software. 
Also, under paragraph 17.4, manufacturers must 

10 Michael Lang, Heart Rate Monitoring Apps: Information for Engineers 
and Researchers About the New European Medical Devices Regulation 
2017/745 on  https://biomedeng.jmir.org/2017/1/e2/;  Devices 
Regulation 2017/745 on  https://biomedeng.jmir.org/2017/1/e2/,  

set the minimum requirements for hardware, 
computer network features and information 
security measures, including protection against 
unauthorised access, necessary to utilise the 
software as intended. 

Still on the subject of information security, it 
is worth mentioning the document “Guidance on 
Cybersecurity for Medical Devices” published in 
January 2020 by the Medical Device Coordination 
Group of the European Commission. These 
guidelines provide manufacturers with precise 
indications on the security requirements of Annex 
I of the MDR. The main purpose of the guidelines 
is to provide manufacturers with clear indications 
on how to meet all the technical requirements 
set out in the aforementioned Annex I and in the 
Regulation on in vitro diagnostic devices with 
regards to cybersecurity issues. 

4. Conclusions
In conclusion, in the field of medical devices, 

which are increasingly high-tech and connected to 
the Internet, regulatory issues inevitably overlap 
with legislation on the protection of personal 
data11. 

This interference is particularly evident in the 
context of post-market surveillance where the 
need to collect a large amount of data must stand 
alongside the data protection rules.

A well-executed DPIA can certainly be the 
most suitable tool to ensure a proper balance 
between the competing needs, while respecting 
the principles of privacy by design and privacy by 
default.

11 A further element of complexity could be added in the coming years if 
the proposal for a regulation on artificial intelligence (COM/2021/206 
final) is approved. On this point, see the interesting article by R. Beckers, 
Z. Kwade and F. Zanca, The EU medical device regulation: Implications for 
artificial intelligence-based medical device software in medical physics, 
in European Journal of Medical Physics, Vol. 83, 2021; available on: https://
doi.org/10.1016/j.ejmp.2021.02.011 

https://biomedeng.jmir.org/2017/1/e2/
https://biomedeng.jmir.org/2017/1/e2/
https://doi.org/10.1016/j.ejmp.2021.02.011
https://doi.org/10.1016/j.ejmp.2021.02.011
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In MedTech, science and digital technology 
inextricably merge into one another to overcome 
the limits of current possibilities in the treatment 
of human pathologies.

In this field, robotics, 3D printing, predictive 
algorithms and Artificial Intelligence made it 
possible to create devices with subcutaneous 
implantable microchips, hyper-realistic 
brain models for training neurosurgeons and 
telemedicine platforms that are ultra-versatile 
in terms of functionality and interoperability 
with countless hardware devices and software 
modules., Moreover – that goes without saying - a 
huge amount of data is collected, processed and 
used in the course of all such activities.   

Anyone who invests in this type of technology 
may find adequate protection in intellectual 
property rights: industrial property titles, trade 
secrets and copyright. 

From a regulatory point of view, sector specific 
regulations such as EU Regulation 2017/745 on 
Medical Devices do not set out ad hoc rules on 
intellectual property, but are generally limited to 
recognizing the importance of protecting IP rights 
and to regulating, where necessary, the interplay 
with rules aimed at protecting other rights and 
fundamental interests, first and foremost that of 
health. 

In recent years, the number of MedTech patent 
applications: since 2010 has skyrocketed: around 

2.3 million patent applications have been filed 
worldwide, while in 2019 MedTech was the second 
largest sector for the number of patents granted 
by the EPO, with around 14,000 patents issued for 
medical devices alone. 

However, patenting this kind of technology is 
not always an available or suitable solution. 

In fact, it is well known that the costs and 
lengthy timeframe inevitably associated with 
patent applications are often not justified in light 
of the technological life cycle of the invention 
before obsolescence, which in the MedTech field 
generally lasts about 18-24 months. It follows that it 
is often more desirable to try to have a first mover 
advantage on the market rather than to obtain a 
patent title which lasts 20 years, but loses most of 
its usefulness after little more than two 

In other cases, patent protection may not be 
available, for example, if a particular invention 
does not meet the necessary patentability 
requirements: this is the case, for example, for 
many MedTech software applications unsuited to 
produce a “further technical effect”, i.e., a technical 
effect that goes beyond the normal physical 
interaction between the program (the software) 
and the computer (the hardware) on which it runs. 

Intellectual property experts will therefore 
be called upon to identify the most appropriate 
instruments to protect this type of innovation, on 
a case-by-case basis. 

MedTech and Intellectual 
Property Rights
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As an example, consider e-health platforms: 
here various categories of players -such as service 
providers, medical staff, patients - all provide 
and access information collected through various 
devices and processed by the systems. 

Each device, in some cases protected by patents, 
models, trade secrets, incorporates software. 

Software is protected by copyright as an 
intellectual work from the first writing of the source 
code, independently from registration or other 
formalities, provided that it is the original result of 
the author’s intellectual creation. 

To meet this requirement, it is sufficient to have 
a tangible creative effort, which shall be expressed 
in the choice of the various computer options and 
in the expressive form of their representation. 
According to well-established case law, in the 
field of software originality is substantiated by the 
recognition of a sufficient degree of added value 
compared to previous works. Therefore, except in 
the case of re-use of third-party software, all newly 
created software can in principle be eligible for 
copyright protection. 

Returning to the MedTech platforms, the 
dialogue between the various hardware and 
software is made possible by the “API” - acronym 
for “Application Programming Interface” - which 
essentially consists of strings of code allowing 
interoperability between different programs, so 
that they can integrate with each other in the 
most effective and efficient way. In this industry, 
therefore, APIs are of fundamental importance. 

As they are algorithms which are classifiable 
as pure mathematical methods, APIs are not 
patentable, but could benefit from copyright 
protection and be protected as trade secrets.

The Google/Oracle case, decided by the US 
Supreme Court in 2021, is emblematic in this 
respect. It concerned Google’s use of some 11,000 
lines of code in the Java language owned by 
Oracle, including many APIs, to create the Android 
operating system. 

In that case, Oracle had requested Google’s 
conviction for copyright infringement on those 
strings of code, but the Supreme Court held that 
the actual use made by Google could fall within 
the limits of the so-called “fair use”, or legitimate 
use, to be considered on the basis of criteria such 
as the purpose and characteristics of the use, 
the nature of the object of the copyright invoked, 
the consistency and substantiality of the use, the 
impact of the use on the market.

However, one lesson that can be drawn from this 
ruling is that for many non-patentable software 
tools - including APIs - it is not advisable to 
base one’s IP protection strategy exclusively on 
copyright, which automatically arises from the 
moment the source code is written, as it may not 
be sufficient for the desired purposes. 

On the contrary, it is of primary importance 
to supplement copyright protection with the 
adoption of (various kinds of) measures suitable 
to qualify the software as a trade secret and allow 
the relevant protection to be invoked. 

Another essential aspect, of course, is the data 
collected and processed through this technology, 
which can be used for predictive purposes (so-
called big data). In these cases, while waiting for 
new forms of protection that are currently being 
debated, it is advisable, where possible, to ensure 
the secrecy of the information shared in order to 
benefit from the protection of trade secrets. 

With this in mind, technical measures should be 
implemented, such as storing the source code and 
data in a restricted, controlled and traced access 
environment, combined, where possible, with 
the partition of information within the company 
so that each employee/collaborator can only 
access the share of information that allows him/
her to perform his/her duties, but does not have 
the overall picture. From an organisational point 
of view, it is essential to adopt precise and strict 
company policies on access, copying, modification 
and usable devices. from a legal point of view, it 
is crucial to implement confidentiality agreements 
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(NDAs) backed by appropriate penalties for 
employees, suppliers and customers are therefore 
crucial. 

In a nutshell, assisting MedTech companies 
with intellectual property protection today means 
knowing how to qualify the components and put in 
place an overall protection strategy.

As a final note, it is worth mentioning that 
various types of tax incentives currently support 
the development of innovation, including in the 
MedTech sector: there is a “super-deduction” 
of IP costs and a tax credit for research and 
development. 
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